FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss,
misuse, or unauthorized access to or modification of information.”

The intent of this Security Addendum is to require that the Contractor maintain a
security program consistent with federal and state laws, regulations, and standards (including
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.

1.00  Definitions

1.01  Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.

1.02  Contractor - a private business, organization or individual which has entered into an
agreement for the administration of criminal justice with a Criminal Justice Agency or a
Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the Contractor.

3.01  The Contractor will maintain a security program consistent with federal and state laws,
regulations, and standards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

CERTIFICATION

I hereby certify that I am familiar with the contents of (1) the Security Addendum,
including its legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security
Policy; and (4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their
provisions.

I recognize that criminal history record information and related data, by its very nature,
is sensitive and has potential for great harm if misused. I acknowledge that access to criminal
history record information and related data is therefore limited to the purpose(s) for which a
government agency has entered into the contract incorporating this Security Addendum. I
understand that misuse of the system by, among other things: accessing it without
authorization; accessing it by exceeding authorization; accessing it for an improper purpose;
using, disseminating or re-disseminating information received as a result of this contract for a
purpose other than that envisioned by the contract, may subject me to administrative and
criminal penalties. I understand that accessing the system for an appropriate purpose and then
using, disseminating or re-disseminating the information received for another purpose other
than execution of the contract also constitutes misuse. I further understand that the occurrence
of misuse does not depend upon whether or not I receive additional compensation for such
authorized activity. Such exposure for misuse includes, but is not limited to, suspension or loss
of employment and prosecution for state and federal crimes.

Mol (ou& . Madhur Sud 05/19/2021

Printed Name/Signature of Contractor Employee Date
STV A 2 e e 05/25/2021
Printed Name/Signature of Contractor Rep: _c_:_st%nativc Date

Core Technology Corporation, Vice President of Operations and Support
Organization and Title of Contractor Representative
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the appended agreement.
4.03  Upon notification, the FBI reserves the right to:
a. Investigate or decline to investigate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and
services will be reinstated only after satisfactory assurances have been provided to
the FBI by the CGA and Contractor. Upon termination, the Contractor's records
containing CHRI must be deleted or returned to the CGA.

5.00  Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addendum.

6.00  Scope and Authority

6.01  This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBL

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this document do not constitute the sole understanding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent requirements upon the Contractor.

6.04  This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBI.

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss,
misuse, or unauthorized access to or modification of information.”

The intent of this Security Addendum is to require that the Contractor maintain a
security program consistent with federal and state laws, regulations, and standards (including
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.

1.00  Definitions

1.01  Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.

1.02  Contractor - a private business, organization or individual which has entered into an
agreement for the administration of criminal justice with a Criminal Justice Agency or a
Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the Contractor.

3.01  The Contractor will maintain a security program consistent with federal and state laws,
regulations, and standards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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CERTIFICATION

I hereby certify that I am familiar with the contents of (1) the Security Addendum,
including its legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security
Policy; and (4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their
provisions.

I recognize that criminal history record information and related data, by its very nature,
is sensitive and has potential for great harm if misused. Iacknowledge that access to criminal
history record information and related data is therefore limited to the purpose(s) for which a
government agency has entered into the contract incorporating this Security Addendum. T
understand that misuse of the system by, among other things: accessing it without
authorization; accessing it by exceeding authorization; accessing it for an improper purpose;
using, di inating or re-di inating information received as a result of this contract for a
purpose other than that envisioned by the contract, may subject me to administrative and
criminal penalties. I understand that accessing the system for an appropriate purpose and then
using, disseminating or re-disseminating the information received for another purpose other
than execution of the contract also constitutes misuse. I further understand that the occurrence
of misuse does not depend upon whether or not I receive additional compensation for such
authorized activity. Such exposure for misuse includes, but is not limited to, suspension or loss
of employment and prosecution for state and federal crimes.

Ryan Hayton R Moo 4/27/2020

Printed Name/Signature of Contractor Employee Date

Jill McCready i~ 5/19/2021

4
Printed Name/Signature of Contractor Representative Date

Core Technology Corporation, VP of Support and Operations
Organization and Title of Contractor Representative
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4.01  The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the appended agreement.
4.03  Upon notification, the FBI reserves the right to:
a. Investigate or decline to investigate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and
services will be reinstated only after satisfactory assurances have been provided to
the FBI by the CGA and Contractor. Upon termination, the Contractor's records
containing CHRI must be deleted or returned to the CGA.

5.00  Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addendum.

6.00  Scope and Authority

6.01  This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBL

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this document do not constitute the sole understanding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent requirements upon the Contractor.

6.04  This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBI.

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and mugm!ude of harm resulting from the loss,
misuse, or ized access to or ification of il

The intent of this Security Addendum is to require that the Contractor maintain a
security program consistent with federal and state laws, regulations, and standards (including
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

‘The provisi f this Security Addendum apply to all systems, networks and
support facilities supporting and/or acting on behalf of the government agency.

1.00  Definitions

1.01  Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.

1.02  Contractor - a private business, organization or individual which has entered into an
agreement for the administration of criminal justice with a Criminal Justice Agency or a
Noncriminal Justice Agency.

2.00 ibilities of the C ing G Agency.

2.01  The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addend The signed shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the Contractor.

3.01 The Contractor will maintain a security program consistent with federal and state laws,
regulations, and standards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00 Security Violations.
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

CERTIFICATION

I hereby certify that I am familiar with the contents of (1) the Security Addendum,
including its legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security
Policy; and (4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their
provisions.

I recognize that criminal history record information and related data, by its very nature,
is sensitive and has potential for great harm if misused. Iacknowledge that access to criminal
history record information and related data is therefore limited to the purpose(s) for which a
government agency has entered into the contract incorporating this Security Addendum. I
understand that misuse of the system by, among other things: accessing it without
authorization; accessing it by exceeding authorization; accessing it for an improper purpose;
using, disseminating or re-disseminating information received as a result of this contract for a
purpose other than that envisioned by thc contract, may subject me to administrative and
cnmlnal 1l Tund d thal g the system for an appropriate purpose and then
using, di inating or i iating the mfon'n.anon received for another purpose other
than execution of the contract also constitutes misuse. I further understand that the occurrence
of misuse does not depend upon whether or not I receive additional compensation for such
authorized activity. Such exposure for misuse includes, but is not limited to, suspension or loss
of employment and prosecution for state and federal crimes.

W s oo

Printed Name/Signature of Contractor Employee Date

v :‘.\C(M_oxoa”\ 7{3@(3&8

T
,\P@tcd NamclSignat\}m_of)Conlmc!or Representative !

Date

(’n(b TCAQUM\O%A CM@:—M QW%W

Or ion and Title of (‘
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify ination of the

4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to il igate any report of ized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and
services will be rei only after sati: Y have been provided to
the FBI by the CGA and Contractor. Upon termination, the Contractor's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addendum.

6.00 Scope and Authority

6.01  This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBL

6.02 The d by reference and made part of this
agreement: (1) the Secumy Addcndum 2) l.he NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this do not i the sole ing by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and itions of the ded A which impose
‘more stringent requirements upon the Contractor.

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBI.

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) conneclivi(y to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the nsk and magmtude of harm resulting from the loss,

misuse, or horized access to or ion of i

The intent of this Security Addendum is to require that the Contractor mamtam a
security program consistent with federal and state laws, 1 and d: (i
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.
1.00  Definitions
1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.
1.02  Contractor - a pnvate business, organization or individual which has entered into an

for the i ion of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the C

3401 The Contractor will maintain a security program consistent with federal and state laws,

and dards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

1 hereby certify that I am familiar with the contents of (1) the Security Addendum, induding its
legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security Policy; and
(4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their provisions.
1 recognize that cariminal history record information and related data, by its very nature, is
sensitive and has potential for great harm if misused. I acknowledge that access to criminal
history record information and related data is fore limited to the 'orwmcha
government agency has entered into the contract this Security
understand that misuse of the system by, among other things: amlngltwlmx
authorization; accessing it by it for an improper purpose;
using, or re received as a result of this contract for a
mmo&ermmmmwmmmwweambadmlnmeam
a1m|nalpemlﬂs Iunderstar\dmatamsslngmesymnforanamnmmpumoseandmm
the received for another purpose other
mnmmdhmdalwmmmlmmmmﬂmﬂemm
ofmhﬁedosnmdepmduponMermmtlrecdveaddMomlwmpaMmfwwd\
for misuse Indudes, but is not limited to, suspension or loss

d activity. Such
ofanﬂwmardprommonfcfmandmlmms

4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the appended
4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i igate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon termination, the Ct 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

501 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBI

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03 The terms set forth in this d do not i the sole und ding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent i upon the C: A

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the nsk and magmtude of harm resulting from the loss,

misuse, or ized access to or ion of i

The intent of this Security Addendum is to require that the Com.ractor mamtam a
security program consistent with federal and state laws, it and (i

the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.
1.00  Definitions
1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.
1.02  Contractor - a pnvate business, organization or individual which has entered into an

for the ion of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 R ibilities of the C

P

3.01 The Conlractor will maintain a security program consistent with federal and state laws,
and ds (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).
4.00  Security Violations.
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SECURITY ADDENDUM

CERTIFICATION

1 hereby certify that I am famillar with the contents of (1) the Security Addendum, including its
legal authority and purpose; (2) the NCIC Operating Manual; (3) the OIS Security Policy; and

(4: Title 28, Code of Federal Reguiations, Part 20, and agree to be bound by their provisions.

1 recognize that criminal history record information and related data, by its very nature, is
sensitive and has potential for great harm if misused. I acknowledge that access to criminal
history record information and related data s therefore limited to the purpose(s) for which a
govemment agency has entered into the contract incorporating this Security Addendum. I
understand that misuse of the system by, among other things: accessing it without
authorization; amess-ng it by exceeding aumonzabun accessing it for an improper purpose;
using, wion recelved as a result of this contract for a
purpose other than I.hat envisioned by the contract, may subject me to administrative and
criminal penalties. I understand that amasslng the system for an appropriate purpose and then
using, di or re g the jon received for another purpose other
than execution of the contract also constitutes misuse. 1 further understand that the cccurrence
of misuse does not depend upon whether or not I receive additional compensation for such

horized activity. Such exp for misuse indudes, but is not limited to, suspension or loss
«of employment and prosecution for state end federal crimes.

-‘I!r..l'(; ]:'o:.-rfu-\/)r.mr_ J'S«’ c _..‘_\;. . ;J\‘J'Iq ./ Ac 1P
Printed Name/Signature of Comadn'rémlwee Date
L UYndy yﬁ}ril"' wadg 2112
of Lo bontracto
SR e i
([" Echindl oo Covp ( sahoiler

Organization and Title of Contractor Representative

4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the appended
4.03  Upon notification, the FBI reserves the right to:
a. I igate or decline to i igate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon ination, the C 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBIL

6.02 The foll d are d by and made part of this
agreement: (1) the Se,cunty Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03 The terms set forth in this d do not i the sole by and
between the panies hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent i upon the C:

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) conneclivi(y to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the nsk and magmtude of harm resulting from the loss,

misuse, or horized access to or ion of i

The intent of this Security Addendum is to require that the Contractor mamtam a
security program consistent with federal and state laws, 1 and d: (i
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.
1.00  Definitions
1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.
1.02  Contractor - a pnvate business, organization or individual which has entered into an

for the i ion of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security

Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and

the contents of the Security Addendum. The signed acknowledgments shall remain in the

possession of the CGA and available for audit purposes. The acknowledgement may be signed

by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the C

3401 The Contractor will maintain a security program consistent with federal and state laws,
and dards (including the CJIS Security Policy in effect when the contract is

executed and all subsequent versions), as well as with policies and standards established by the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the ded

4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i

igate any report of unauthorized use;
b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon termination, the Ct 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

501 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBI

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this d do not itute the sole und ding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent i upon the C: A

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

CERTIFICATION

1 hereby certify that I am familiar with the contents of (1) the Security Addendum, including its
legal authority and purpose; (2) the NCIC Operating Manual; (3) the QIS Security Policy; and
(4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their provisions.

1 recognize that criminal history record information and related data, by its very nature, is
sensitive and has potential for great harm if misused. I acknowledge that access to criminal
history record Information and related data Is therefore limited to the purpose(s) for which a
government agency has entered into the contract P this Security
understand that misuse of the system by, among other things: accessing it Mthom
it by it for an improper purpose;
using, received as a result of this contract for a
purpose other than that envisioned by the contract, may subject me to administrative and
criminal penalties. I understand that accessing the system for an appropriate purpose and then
using, the received for another purpose other
than execution of the oontract also constitutes misuse, I further understand that the occurrence
of misuse does not depend upon whether or not I receive additional compensation for such
authorized activity. Such exposure for misuse indudes, but is not limited to, suspension or loss
of employment and prosecution for state and federal crimes.

Nasei S Gl ff i 22217
Printed o of G iy Date
ul WECrtods, OB odey 20517
Printed Name/Signdtupt of ohresey Date

Organization and Title of Contractor Representative




FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) conneclivi(y to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the nsk and magmtude of harm resulting from the loss,

misuse, or horized access to or ion of i

The intent of this Security Addendum is to require that the Contractor mamtam a
security program consistent with federal and state laws, 1 and d: (i
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.
1.00  Definitions
1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.
1.02  Contractor - a pnvate business, organization or individual which has entered into an

for the i ion of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the Cs
3401 The Contractor will maintain a security program consistent with federal and state laws,

and dards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the ded

4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i igate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon termination, the Ct 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

501 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBI

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this d do not itute the sole und ding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent requi upon the C: A

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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1 henb{ certify that I am familiar with the contents of (1) the Security Addendum, induding Its
legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security Policy;
(4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by thelr provisions.
1 recognize that criminal hlstnryremrdlnfcm\aﬂonandre!ateddm by Its very nature, Is
sensitive and has potential for great harm if mi 1 acknowledge that access to criminal
history record information and related data Is therefore limited to the purposa(s) for which a
government agency has entered into the contract this
understand ﬂlat m’suse of the system by, among other things: au:aslnq it wlthom
It by it for an improper purpose;
using, received as a result of this contract for a
wmmmmmwmmmwsummwwmmmm
criminal penalties, I understar\d that aa:sslng the system for an appropriate purpose and then
using, received for another purpose other
mne(eumanofmewmctalsomﬂmesmlsme. 1 further understand that the occurrence
of misuse does not depend upon whether or not I receive additional compensation for such
authorized activity. Such exposure for misuse indudes, but Is not limited to, suspension or loss
of employment and prosecution for shg,and uJ:nss
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magmtude of harm resulting from the loss,

misuse, or horized access to or modification of i
The intent of this Security Addendum is to require that the Com.ractor mamtam a
security program consistent with federal and state laws, 1 and (i

the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.
1.00  Definitions
1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.
1.02  Contractor - a pnvate business, organization or individual which has entered into an

for the ion of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency.
2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the C

3.01 The Conlractor will maintain a security program consistent with federal and state laws,
and ds (including the CJIS Security Policy in effect when the contract is

executed and all subsequent versions), as well as with policies and standards established by the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the appended
4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i igate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon ination, the C 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBIL

6.02 The foll d are d by and made part of this
agreement: (1) the Se,cunty Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03 The terms set forth in this d do not i the sole und ding by and
between the panies hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent i upon the C:

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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|n(|udir: i!“erelh‘\ fcnil’\ that I am familiar with the contents of (1} the Secunty Addendum,
g is legal ority and purpose; (2) the NCIC Owperating Manuwal; (3) the CJIS Security

Policy; and (4) Title 28, Code o )
provisions. #le 28, Code of Federal Regulntions, Part 20, and agree 1o be bound by their

pa! ‘r\;\wnu that eriminal history record information and related data, by fts very nature,

sitive and has potential for great barm if m nisused. | ncknowledge that access to I
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) conneclivi(y to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the nsk and magmtude of harm resulting from the loss,

misuse, or horized access to or ion of i

The intent of this Security Addendum is to require that the Contractor mamtam a
security program consistent with federal and state laws, 1 and d: (i
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.
1.00  Definitions
1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.
1.02  Contractor - a pnvate business, organization or individual which has entered into an

for the i ion of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security

Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and

the contents of the Security Addendum. The signed acknowledgments shall remain in the

possession of the CGA and available for audit purposes. The acknowledgement may be signed

by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the C

3401 The Contractor will maintain a security program consistent with federal and state laws,
and dards (including the CJIS Security Policy in effect when the contract is

executed and all subsequent versions), as well as with policies and standards established by the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the appended
4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i igate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon termination, the Ct 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

501 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBI

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this d do not itute the sole und ding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent requi upon the C: A

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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1 hereby certify that I am familiar with the contents of (1) the Security Addendum, induding its
legal authority and purpose; (2) the NCIC Operating Manual; (3) the QIS Security Policy; and
(4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their provisions.

1 recognize that criminal history record information and related data, by its very nature, is

sensitive and has potential for great harm if misused. I acknowledge that access to criminal

history record information and related data is therefore fimited to the purpose(s) for which a
agency has entered into the contract P this Security

understand that misuse of the system by, among other things: accessing it without

authorization; aooaslng it by exceeding authorization; accessing it for an improper purpose;

using, di recelved as a result of this contract for a
purpose other than that envisioned by the contract, may subject me to administrative and
criminal 1 that the system for an appropriate purpose and then

the received for another purpose other

using,
than execution of the contrad also constitutes misuse. I further understand that the occurrence
of misuse does not depend upon whether or not I receive additional compensation for such
authorized activity. Such exposure for misuse indudes, but is not limited to, suspension or loss
of employment and prosecution for state and federal crimes.

Dl e B SY e _2Letecrs
Date

Printed Name/Signature of Contractor Employee
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Printed eprese} Date
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Organization and Title of Contractor Representative




FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) conneclivily to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the nsk and magmtude of harm resulting from the loss,

misuse, or horized access to or ion of i

The intent of this Security Addendum is to require that the Contractor mamtam a
security program consistent with federal and state laws, 1 and d: (i
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB). .

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.
1.00  Definitions
1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.
1.02  Contractor - a pnvate business, organization or individual which has entered into an

for the i ion of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the Cs
3401 The Contractor will maintain a security program consistent with federal and state laws,

and dards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the ded

4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i

igate any report of unauthorized use;
b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon termination, the Ct 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

501 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBI

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this d do not itute the sole und ding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent i upon the C A

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306

06/05/2017 H-6
CJISD-ITS-DOC-08140-5.6

FEDERAL BUREAU OF INVESTIGATION
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CERTIFICATION

1 hereby certify that I am familiar with the contents of (1) the Security Addendum, including its

legal authority and purpose; (2) the NCIC Operating Manual; (3) the QIS Security Policy; and

(4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their provisions.

1 recognize that criminal history record Information and related data, by its very nature, is

sensitive and has potential for great harm if misused. I acknowledge that access to criminal

history record information and related data is therefore limited to the purpose(s) for which a
1

government agency has entered into the contract this Security

understand that misuse of the system by, among other things: accessing it without
it by it for an improper purpose;

using, orr received as a result of this contract for a

purpose other than that envisioned by the contract, may subject me to administrative and
a1mlna| penalties. I understand that accessing the system for an appropriate purpose and then
using, the received for another purpose other
than execution of the ounh'act also constitutes misuse. I further understand that the occurrence
of misuse does not depend upon whether or not I receive additional compensation for such
d activity. Such exp for misuse indudes, but Is not limited to, suspension or loss

of employment and prosecution for state and federal crimes.

Zew*\ Lé.nzpnéjér'% L///‘///7
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the nsk and magmtude of harm resulting from the loss,

misuse, or ized access to or ion of i

The intent of this Security Addendum is to require that the Com.ractor mamtam a
security program consistent with federal and state laws, it and (i

the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.
1.00  Definitions
1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.
1.02  Contractor - a pnvate business, organization or individual which has entered into an

for the ion of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security

Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and

the contents of the Security Addendum. The signed acknowledgments shall remain in the

possession of the CGA and available for audit purposes. The acknowledgement may be signed

by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the C

3.01 The Conlractor will maintain a security program consistent with federal and state laws,
and ds (including the CJIS Security Policy in effect when the contract is

executed and all subsequent versions), as well as with policies and standards established by the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the ded

4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i igate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon ination, the C 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBIL

6.02 The foll d are d by and made part of this
agreement: (1) the Se,cunty Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03 The terms set forth in this d do not i the sole und ding by and
between the panies hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent i upon the C:

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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Operating Manual; {3) the CJIS Security
Part 20, and agree 1o be bound by their

authority and purpose;
tle 28, Code of Federl Regulat

ress to criminal
se(s) for which a

is sensitive and has potential for great hamm if mi:
history record information and related data is th
government agency has emtered into the contract incorporating thi
understand tha of the system by, among other thir

( ; accessing
using. di or re-d i received as a resull ul this contract for a
purpose other than that envisiones }v_\ the contract, may subject me 10 administrative and
criminal pen nln..-s | understand th i i appropriate purpose and then
using. di or re-d ting the for another purpose other
than execution of the contract also constintes mistise, that the occumence
of misuse does not depend upon whether or not | compensation for such
tivity. Such cxposure for misuse includes, but is not limited 1o, suspension or loss
yiment and prosecution for state and federal crimes.

Date

Jill McCready 3/27/2019
- Y .

Printed Name/S Contractor Represgntative Date

Caore Technology, Director of Operations
Organization and Title of Contractor Representative
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss,

misuse, or horized access to or modifi of i
The intent of this Security Addendum is to require that the Contractor maintain a
security program consistent with federal and state laws, lati and dards (includi

the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB). .

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.

1.00  Definitions

1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.

1.02  Contractor - a private business, organization or individual which has entered into an
for the inistration of criminal justice with a Criminal Justice Agency or a
Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 R ibilities of the C

3.01 The Contractor will maintain a security program consistent with federal and state laws,

lati and dards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the appended
4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i igate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon ination, the C 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBIL

6.02 The following are incorp d by and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03 The terms set forth in this d do not itute the sole und ding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent i upon the C: .

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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CERTIFICATION
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g i s of Federal lati Part 20, and i
Code Regulations, 20, agree o be bound by their
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government wcy_humnud into the contract incorporating this Security Addendum. 1
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: or re-disseminating the information received for another purpose other
mwworwumﬂmmmmm 1 further understand that the occurrence
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authorized activity, exposure for misuse includes, but is not limited uspens
of employment and prosecution for state and federal crimes. s s
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Printed Name/Signature of Contractor Employee
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss,

misuse, or horized access to or ion of

The intent of this Security Addendum is to require that the Contractor maintain a
security program consistent with federal and state laws, lati and d: (includi
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.

1.00  Definitions

1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.

1.02  Contractor - a private business, organization or individual which has entered into an
for the inistration of criminal justice with a Criminal Justice Agency or a
Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the C

3.01 The Contractor will maintain a security program consistent with federal and state laws,
lati and dards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).
4.00  Security Violations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the ded

4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i igate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon termination, the Ct 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

501 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBI

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this d do not itute the sole und ding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent requi upon the C: A

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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CERTIFICATION
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legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security Policy; and
(4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their provisions.
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) conneclivi(y to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the nsk and magmtude of harm resulting from the loss,

misuse, or horized access to or ion of i

The intent of this Security Addendum is to require that the Contractor mamtam a
security program consistent with federal and state laws, 1 and d: (i
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB). .

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.
1.00  Definitions
1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.
1.02  Contractor - a pnvate business, organization or individual which has entered into an

for the i ion of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security

Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and

the contents of the Security Addendum. The signed acknowledgments shall remain in the

possession of the CGA and available for audit purposes. The acknowledgement may be signed

by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the C

3401 The Contractor will maintain a security program consistent with federal and state laws,
and dards (including the CJIS Security Policy in effect when the contract is

executed and all subsequent versions), as well as with policies and standards established by the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the ded

4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i

igate any report of unauthorized use;
b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon termination, the Ct 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

501 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBI

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this d do not itute the sole und ding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent i upon the C: A

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

CERTIFICATION

1 hereby certify that I am familiar with the contents of (1) the Security Addendum, indluding its
legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security Policy; and
(4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their provisions.

1 recognize that criminal history record information and related data, by its very nature, is
sensitive and has potential for great harm if misused. I acknowledge that access to criminal
history record information and related data is therefore limited to the purpose(s) for which a
government agency has entered into the contract incorporating this Security Addendum. I
understand that misuse of the system by, among other things: accessing it without
authorization; aocsslng it by exceeding authorization; accessing it for an improper purpose;

using, received as a result of this contract for a
purpose other than that erwlsloned by the contract, may subject me to administrative and
criminal penal d that the system for an appropriate purpose and then
using, orr the recelved for another purpose other

than execution of the contract also constitutes misuse. I further understand that the occurrence
of mlsuse does not depend upon whether or not I receive additional compensation for such

d activity. Such exp for misuse indudes, but is not limited to, suspension or loss
of employment and prosecution for state and federal crimes.
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss,

misuse, or horized access to or ion of

The intent of this Security Addendum is to require that the Contractor maintain a
security program consistent with federal and state laws, lati and d: (includi
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.
1.00  Definitions
1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.
1.02  Contractor - a private business, organization or individual which has entered into an

for the inistration of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security

Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and

the contents of the Security Addendum. The signed acknowledgments shall remain in the

possession of the CGA and available for audit purposes. The acknowledgement may be signed

by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the Ct

3.01 The Contractor will maintain a security program consistent with federal and state laws,
lati and dards (including the CJIS Security Policy in effect when the contract is

executed and all subsequent versions), as well as with policies and standards established by the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the ded

4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i igate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C: Upon termination, the C 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

501 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBI

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this d do not itute the sole und ding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent i upon the C: A

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

CERTIFICATION

1 hereby certify that I am familiar with the contents of (1) the Security Addendum, indluding its
legal authority and purpose; (2) the NCIC Operating Manual; (3) the QIS Security Policy; and
(4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their provisions.

1 recognize that criminal history record information and related data, by its very nature, is
sensitive and has potential for great harm if misused. I acknowledge that access to criminal
history record information and related data is therefore limited to the purpose(s) for which a
government agency has entered into the contract incorporating this Security Addendum. I
understand that misuse of the system by, among other things: accessing it without
authorization; accessing it by exceeding authorization; accessing it for an improper purpose;
using, di ing or i ing information received as a result of this contract for a
purpose other than that envisioned by the contract, may subject me to administrative and
criminal penalties. I understand that accessing the system for an appropriate purpose and then
using, disseminating or re-disseminating the information received for another purpose other
than execution of the contract also constitutes misuse. I further understand that the occurrence
of misuse does not depend upon whether or not I receive additional compensation for such
authorized activity. Such exposure for misuse includes, but is not limited to, suspension or loss
of employment and prosecution for state and federal crimes.

A

Printed e/Sigl

of ep! i Date
— : .
. ) m Hm/\%(/(
Organization and Title of Contractor Representat




FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) conneclivi(y to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the nsk and magmtude of harm resulting from the loss,

misuse, or horized access to or ion of i

The intent of this Security Addendum is to require that the Contractor mamtam a
security program consistent with federal and state laws, 1 and d: (i
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.

1.00  Definitions

1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.

1.02  Contractor - a pnvate business, organization or individual which has entered into an

for the i ion of criminal justice with a Criminal Justice Agency or a
Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security

Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and

the contents of the Security Addendum. The signed acknowledgments shall remain in the

possession of the CGA and available for audit purposes. The acknowledgement may be signed

by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the C

3401 The Contractor will maintain a security program consistent with federal and state laws,
and dards (including the CJIS Security Policy in effect when the contract is

executed and all subsequent versions), as well as with policies and standards established by the
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the ded

4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i igate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon termination, the Ct 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

501 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBI

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this d do not itute the sole und ding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent requi upon the C: A

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

CERTIFICATION
1 hereby certify that I am familiar with the contents of (1) the Security Addendum, indluding its
legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security Policy; and
(4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their provisions.
1 recognize that criminal history record information and related data, by its very nature, Is
sensitive and has potential for great harm if misused, I acknowledge that access to criminal
history record Information and related data Is therefore limited to the purpose(s) for whlch a
government agency has entered into the contract this Security
understand that misuse of the system by, among other things: Ing it wlt:hout
It by authorlzaﬁon, It for an improper purpose;
using, received as a result of this contract for a
purpose other than lhat envisioned by the contract, may subject me to administrative and
criminal penalties. I understand that anoeslng the system for an appropriate purpose and then
using, orr received for another purpose other
than execution of the contract also oonsﬁmtes misuse. I further understand that the occurrence
of misuse does not depend upon whether or not I receive additional compensation for such
authorized activity. Such exposure for misuse indudes, but Is not limited to, suspension or loss
of employment and prosecution for state and federal crimes.

Fowie Mece 2/7/17

Printed Name/Signature of Contractor Employee

@ | : q af-:’aou

Printed o Representativ Date

e e e v
Organization and Title Of Contractor Representative




FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) conneclivi(y to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the nsk and magmtude of harm resulting from the loss,

misuse, or horized access to or ion of i

The intent of this Security Addendum is to require that the Contractor mamtam a
security program consistent with federal and state laws, 1 and d: (i
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.
1.00  Definitions
1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.
1.02  Contractor - a pnvate business, organization or individual which has entered into an

for the i ion of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the C

3401 The Contractor will maintain a security program consistent with federal and state laws,
and dards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the appended
4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i igate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon termination, the Ct 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

501 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBI

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03 The terms set forth in this d do not i the sole und ding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent i upon the C: A

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

CERTIFICATION

lherelwoerﬂfyﬁmlamfanﬂlhrwlmﬂwmnmtsof(l)meSemrllyAddmdum, induding its
legal authority and purpose; (2) the NCIC Operating Manual; (3) the QIS Security Policy; and
(4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their provisions.

1 recognize that criminal history record information and related data, by its very nature, is
sensitive and has potential for great harm if misused. I acknowledge that access to criminal
history record information and related data Is therefore limited to the purpose(s) for which a
govemment agency has entered into the contract this Security 1
understand that mlsuse of the system by, among other things: accessing it without

it by it for an improper purpose;

using, received as a result of this contract for a
wrpmomermanﬂlatenvlsloned wunmma,nwwbjedmbadmmmﬁveam
cr|mma| I that the system for an appropriate purpose and then

the received for another purpose other

Manmﬂnndmmammlemrﬁmundmmmﬂwm
ofmb\sedosmdqamduponwhetha'ormtlrecaveaddmomlmnpesaﬁonfwsud:

thorized activity. Such exposure for misuse indudes, but is not limited to, suspension or loss
ofemp!oymentand prosecution for state and federal crimes.

o”/f{//?

Date

&i%[ljz

Date

Organization and ‘of Contractor Representative




FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the nsk and magmtude of harm resulting from the loss,

misuse, or ized access to or ion of i

The intent of this Security Addendum is to require that the Com.ractor mamtam a
security program consistent with federal and state laws, it and (i

the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.
1.00  Definitions
1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.
1.02  Contractor - a pnvate business, organization or individual which has entered into an

for the ion of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 R ibilities of the C

P

3.01 The Conlractor will maintain a security program consistent with federal and state laws,

and ds (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the ded

4.03  Upon notification, the FBI reserves the right to:

a.

igate or decline to i igate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon ination, the C 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBIL

6.02 The foll d are d by and made part of this
agreement: (1) the Se,cunty Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03 The terms set forth in this d do not i the sole und ding by and
between the panies hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent i upon the C:

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306

06/05/2017 H6
CJISD-ITS-DOC-08140-5.6

FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

TION

| hereby centify that | have read and am familiar with the contents of (1) the Security Addendum;
(2) the NCIC 2000 Operating Manual; (3) the Policy and Reference Manual; (4) the CJIS Security Policy;
and (5) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their provisions.

I recognize that criminal history record information and related data, by its very nature, is sensitive
and has potential for great harm if misused. [ acknowledge that access to criminal history record
information and related data is therefore limited to the purpose(s) for which a government agency has
entered into the contract incorporating this buv:urny Addendum, 1 understand that misuse of the system by,
umong other things: accessing it without aut jon; accessing it by exceeding authorization; accessing it
for an improper purpose; using, disseminating or redisseminating information recerved asa o of this
contract for a purpose other than that envisioned by the contract, may subject me to administrative and
cominal penalties. | und 1 that accessing the system for an appropriste purpose and then using,
disseminating or redisseminating the information received for another purpose other than execution of the
contract also constitutes misuse. | further understand that the occurrence of misuse does not depend upon
whether or not | receive additional compensation for such suthorized activity. Such exposure fior misuse
includes, but is not limited to, suspension or loss of employment and prosecution for state and federal

crimes.

/ |lI
» Chris VanZwoll 4 I

Signature of Cantractor RLpusLu ative

Loe Teittbnio ¢ cop, = PRESIDEY

Organezation aod T

CIIS Security Policy Ver. 4 Page 196 19 Appendix C.5




FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the nsk and magmtude of harm resulting from the loss,
misuse, or h

ized access to or ion of i

The intent of this Security Addendum is to require that the Com.ractor mamtam a
security program consistent with federal and state laws, it and (i

the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.
1.00  Definitions
1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.
1.02  Contractor - a pnvate business, organization or individual which has entered into an

for the ion of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security

Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and

the contents of the Security Addendum. The signed acknowledgments shall remain in the

possession of the CGA and available for audit purposes. The acknowledgement may be signed

by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the C

3.01 The Conlractor will maintain a security program consistent with federal and state laws,
and ds (including the CJIS Security Policy in effect when the contract is

executed and all subsequent versions), as well as with policies and standards established by the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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RAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

CERTIFICATION

1 hereby cenify that | am familiar with the contents of (1) the Security Addendum,
including its legal authority and purpose; (2) the NCIC Operming Mamual; (3) the CJ1S Security
Policy; and (4) Tithe 28, Code of Federal Regulations, Part 20, and agree 1o be bound by their
provisions

I recognize that criminal history record information and related data, by it very nature,
is sensitive and has potential for great harm if misused. 1 acknowledge that access &
histary record information and related data is therefore limited to the purpose(s) for which a
government agency has entered into the contract incorporating this Security Addendum. 1
understand that misuse of the system by, among other things: accessing it without
authorization; accessing it by e cu!mn :mhum.\um accessing it for an improper purpose;
using, di i or re-d received as a result of this contract for a
parpose other than that envisioned by the contract, may subject me 10 administrative and
nmnmal pﬂuluc‘ 1 understamd .h1| nccessing |1|._ system for an approprinte purpose and then
using, or re-di the received for another purpose other
than execution of the contract also constituses misuse, | further understand that the occumence
of misuse does not depend upon whether or not 1 receive additional compensation for such
autharized activity, Such exposure for misuse includes, but is not limited 1o, suspension or loss
of employment and prosecution for state and federal crimes.

Tezy ‘uhrs-,_ : o1

Printed Name ‘\lgﬂalun. 41[(. ntractor E nrr\lmc.. Date
e pm W\' faks 4 J [uf 2019

Printed Name/ h:;.u'u\un. Cotrpttor RL i Dhate

tchy Oytime—
tractor Representative

Cor Tu;--.hf.\uuéﬁ -, D

Organization snd Title of C

DRIE201E &
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the ded

4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i

igate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon ination, the C 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBIL

6.02 The foll d are d by and made part of this
agreement: (1) the Se,cunty Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03 The terms set forth in this d do not i the sole und ding by and
between the panies hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent i upon the C:

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magmtude of harm resulting from the loss,

misuse, or horized access to or modification of i
The intent of this Security Addendum is to require that the Com.ractor mamtam a
security program consistent with federal and state laws, 1 and (i

the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.

1.00  Definitions

1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal

Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private

contractor subject to this Security Addendum.

1.02  Contractor - a pnvate business, organization or individual which has entered into an
for the ion of criminal justice with a Criminal Justice Agency or a

Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the C

3.01 The Conlractor will maintain a security program consistent with federal and state laws,

and ds (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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Printed Name Signature of Contractor Employee Date
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Printed NameS)

Core Technology Corporation, Director, Operations

Orgamization vnd Title of Contractor Representative

4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the appended
4.03  Upon notification, the FBI reserves the right to:

a. igate or decline to i igate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei d only after sati y have been provided to
the FBI by the CGA and C Upon ination, the C 's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addend

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBIL

6.02 The foll d are d by and made part of this
agreement: (1) the Se,cunty Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03 The terms set forth in this d do not i the sole und ding by and
between the panies hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent i upon the C:

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306

06/05/2017 H6
CJISD-ITS-DOC-08140-5.6




FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss,
misuse, or unauthorized access to or modification of information.”

The intent of this Security Addendum is to require that the Contractor maintain a
security program consistent with federal and state laws, regulations, and standards (including
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.

1.00  Definitions

1.01  Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.

1.02  Contractor - a private business, organization or individual which has entered into an
agreement for the administration of criminal justice with a Criminal Justice Agency or a
Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the Contractor.

3.01  The Contractor will maintain a security program consistent with federal and state laws,
regulations, and standards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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CERTIFICATION

1 hereby certify that I am familiar with the contents of (1) the Security Addendum,
including its legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security
Policy; and (4) Tite 28, Code of Federal Regulations, Part 20, and agree to be bound by their
provisions.

I recognize that criminal history record information and related data, by its very nature,
is sensitive and has potential for great harm if misused. [ acknowledge that access to criminal
history record information and related data is therefore limited to the purpose(s) for which a
government agency has entered into the contract incorporating this Security Addendum. 1
uudcr-uand that misuse of the system b)'. among other things: acu:ssm;. it w'u'hﬂn[

llby ding ing it for an improp
using, d i or inating infi ion received as a result of this contract for l
purpose m.he.r Ihan T.hat envisioned by ﬂu: coniract, may subject me to administrative and
cnminai 1 d Ih:l g the system for an appropriate purpose and then
using, inating or re-di ing Ihc ion received for another purpose other

than execution of the contract also constitutes misuse. [ further understand that the occurrence
of misuse does not depend upon whether or not I receive additional compensation for such
authorized activity. Such exposure for misuse includes, but is not limited to, suspension or loss
of employment and prosecution for state and federal erimes.

h!;‘?-"—"—"—“ﬂ-ﬁkﬂﬂf lm“‘ ﬂ.&mpu ‘I‘éioﬁOM

Printed Name/Signature of Contractor Employee Date

\&;HVL A0 (g Jill McCready 6/17/2021
Name/Signature ofCohya Flor Representative Date

Core Technology Corporation & Global Public Safety,

ill McCready Vice President of Support and Operatwns
Organization and Title of C

0012019 H-7
CHSD-ITS-DOC-O8140-5.8

4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the appended agreement.
4.03  Upon notification, the FBI reserves the right to:
a. Investigate or decline to investigate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and
services will be reinstated only after satisfactory assurances have been provided to
the FBI by the CGA and Contractor. Upon termination, the Contractor's records
containing CHRI must be deleted or returned to the CGA.

5.00  Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addendum.

6.00  Scope and Authority

6.01  This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBL

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this document do not constitute the sole understanding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent requirements upon the Contractor.

6.04  This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBI.

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while ( 1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided 1o a private entity
(contractor), Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss,
misuse, or unauthorized access to or modification of information,™

The intent of this Security Addendum umleqmltllmﬂwComncl.or muulamn
security program consistent with federal and state laws, and (i

the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CIIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
:nnﬂiuumatdmnwmmofademmwmnlwmhmmmemuﬂ lellllnnshipm
that the security and integrity of the FBI's i i are not
security program shall include consideration of personnel security, site su:unty. syue'm
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting andfor acting on behalf of the government agency.
100 Definitions

101 Contracting Government Agency (CGA) - the government agency, whether a Criminal

Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private

contractor subject to this Security Addendum.

1.02  Contractor - um\'m business, organization or individual which has entered into an
Ty for the admi ion of criminal justice with & Criminal Justice Agency or a

Noncriminal Justice Agency.

200  Responsibilitics of the C ing G Agency.

2.01  The CGA will ensure that each Contractor employee receives a copy of the Security

Addendum and the CIIS Security Policy and executes an acknowledgment of such receipt and

memmmsnf&Smﬂtym:ndum The signed acknowledgments shall remain in the

possession of the CGA and available for andltwrpom Thel:lmuwledmcmma)' be signed

by hand or via digital signature (see glossary for defi of digital s

300 Responsibilities of the Ci

30 111:"' will maintain 1 security progr i with federal and state laws,
I and dards (including the CJIS Security Policy in effect when the contract is
d and all sub i as well as with policies and standards established by the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).
4,00 Security Violations,
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CERTIFICATION

1 hereby certify that 1 am familiar with the contents of (1) the Security Addendum,
including its Jegal authoeity and purpose; mmNClcow-un;Mm-Lmhcmww
Policy; and (4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their
provisions.

I recognize that criminal history record information and related data, by its very nature,
is sensilive and has potential for great harm if misused. 1 acknowledge that access to criminal
Mmimmwmmanhmmummmwh-wn
govemment agency has entered into the contract incorporating this Security Addendum. 1
wum«umw.mmmm{ accessing it without

itby ing it for an
using, f ion received as a result of this contract for a
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criminal penalties. IWMMmMmuWMMM
received

compensation
authorized activity. Such exposure for misuse includes, but is not limited to, suspension or loss.
of employment and prosccution for state and federal crimes.

focke b’a/g/

Printed Name/Signature of

401 The CGA must report security violations to the CJIS Systems Officer (CS0) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor,

402 Security vi can justify termination of the app 1gr
4.03  Upan notification, the FBI reserves the right to:
. tigate or decling to i igate any report of ized use:

b. Suspend or terminate access and services, including telecommunications links, The
FBI will provide the CSO with timely written notice of the suspension. Access and

services will be rei i only after sati y have been provided to
the FBI by the CGA and Ci Upon the C s records
containing CHRI must be deleted or returned to the CGA.
500 Audit
501 The FBI is authorized to perform a final avdit of the Contractor's systems after
ination of the Security A

6,00 Scope and Authority
6,01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or

obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBL

602 The followi b d by refi and made part of this
nmmem{l}ﬂn&wmymm ﬂ)mzNClClOOOOperwnsManuul (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this do not itute the sole ing by and
between the purties hereto; rather they augment the provisions of the CJIS Security Policy to
pcwxdenmmmmhwsfwlbummlyuhhcsysummdmmlncdml’mmmdnis
understood that there may be terms and itions of the app g which impose
MOTe Siring il upon the C

6,04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBL

605 All notices und correspondence shall be forwarded by First Class miail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss,
misuse, or unauthorized access to or modification of information.”

The intent of this Security Addendum is to require that the Contractor maintain a
security program consistent with federal and state laws, regulations, and standards (including
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.
1.00  Definitions
1.01  Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.
1.02  Contractor - a private business, organization or individual which has entered into an

for the ad ration of criminal justice with a Criminal Justice Agency or a
Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the Contractor.

3.01  The Contractor will maintain a security program consistent with federal and state laws,
regulations, and standards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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FICATI

I hereby certify that I am familiar with the contents of (1) the Security
Addendum, including its legal authority and purpose; (2) the NCIC Operating Manual;
(3) the CJIS Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20,
and agree to be bound by their provisions.

1 recognize that criminal history record information and related data, by its
very nature, is sensitive and has potential for great harm if misused. I acknowledge
that access to criminal history record information and related data is therefore
limited to the purpose(s) for which a government agency has entered into the contract
incorporating this Security Addendum. I understand that misuse of the system by, among
other things: accessing it without authorization; accessing it by exceeding
authorization; accessing it for an improper purpose; using, disseminating or re-
disseminating information received as a result of this contract for a purpose other
than that envisioned by the contract, may subject me to administrative and criminal
penalties. I understand that accessing the system for an appropriate purpose and then
using, disseminating or re-disseminating the information received for another purpose
other than execution of the contract also constitutes misuse. I further understand
that the occurrence of misuse does not depend upon whether or not I receive additional
compensation for such authorized activity. Such exposure for misuse includes, but is
not limited to, suspension or loss of employment and prosecution for state and federal
crimes.

/IR, tk‘/.w_y./‘
Printed Name/Signature of Contractor Employee

ill McCready'. 4% L. 11/17/2022
Printed Name/Signature of Contractor Rerr‘z entative Date

mﬂ@nmmmmm&u,_\uce President of Support
Organization and Title of Contractor Representative

4.01  The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.
4.02  Security violations can justify termination of the appended agreement.
4.03  Upon notification, the FBI reserves the right to:
Investigate or decline to investigate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and
services will be reinstated only after satisfactory assurances have been provided to
the FBI by the CGA and Contractor. Upon termination, the Contractor's records
containing CHRI must be deleted or returned to the CGA.

5.00  Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addendum.

6.00  Scope and Authority

6.01  This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBL

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this document do not constitute the sole understanding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent requirements upon the Contractor.

6.04  This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBI.

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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